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TheThe startingstarting point point –– earlyearly in 2002in 2002

Society

Man

Technics

Society:Society: „„IndividualsIndividuals reallyreally do do 
shareshare theirtheir thoughtsthoughts and and theythey do do 
to to somesome extentextent harmonizeharmonize theirtheir
preferencespreferences, and , and theythey havehave no no 
otherother way to way to makemake thethe bigbig
decisionsdecisions exceptexcept withinwithin thethe
scopescope of of institutionsinstitutions theythey buildbuild.“.“

Mary DouglasMary Douglas

Man: Man: „„WithoutWithout thethe venturesomeventuresome, , thethe worldworld wouldwould turn a lot turn a lot moremore
slowlyslowly. . ThinkThink of of whatwhat life life wouldwould bebe likelike ifif everyoneeveryone werewere phobicphobic
aboutabout lightninglightning, , flyingflying in in airplanesairplanes, , oror investinginvesting in in startstart--upup
companiescompanies. . WeWe areare indeedindeed fortunatefortunate thatthat human human beingsbeings differdiffer in in 
theirtheir appetiteappetite forfor riskrisk.“.“

Peter L. BernsteinPeter L. Bernstein

TechnicsTechnics:: „„TheThe useuse of of 
technicaltechnical systemssystems maymay bebe
dangerousdangerous, and , and maymay resultresult
in in injuryinjury to to personspersons and and 
propertyproperty.“.“

Albert KuhlmannAlbert Kuhlmann



R&D activities following this R&D activities following this 
conceptconcept

7. 7. FuldaerFuldaer ElektrotechnikElektrotechnik--KolloquiumKolloquium 20022002
RisikoRisiko –– UnserUnser UmgangUmgang mitmit derder AngstAngst
(Risk (Risk –– How we are dealing with fear)How we are dealing with fear)
http://www.fhhttp://www.fh--fulda.de/fb/et/Brett2002/Kolloquium.htmfulda.de/fb/et/Brett2002/Kolloquium.htm

EssayEssay
RisikooptimierungRisikooptimierung kontrakontra RisikobegrenzungRisikobegrenzung –– AnalyseAnalyse eineseines
altenalten und und andauerndenandauernden RichtungsstreitsRichtungsstreits. . 
AutomatisierungstechnischeAutomatisierungstechnische Praxis Praxis atpatp (2003) 8, 50(2003) 8, 50--5757

(Risk(Risk--optimization versus riskoptimization versus risk--limitation limitation –– Analysis of an old Analysis of an old 
and ongoing policy dispute)and ongoing policy dispute)

http://www.fh-fulda.de/fb/et/Brett2002/Kolloquium.htm


TheThe contributionscontributions to to thethe colloquiumcolloquium
((containedcontained in in thethe proceedingsproceedings –– in German)in German)

Prof. Dr. Adolf Prof. Dr. Adolf BirkhoferBirkhofer -- MunichMunich
RiskRisk Analysis of Analysis of NuclearNuclear Power Power PlantsPlants

Prof. Dr. Ortwin Renn Prof. Dr. Ortwin Renn -- StuttgartStuttgart
TheThe psychologypsychology of of riskrisk: On : On thethe everydayeveryday perceptionperception and and 
evaluationevaluation of of riskrisk

Prof. Dr. Klaus Japp Prof. Dr. Klaus Japp -- BielefeldBielefeld
RiskRisk culturescultures: On : On thethe difficultiesdifficulties to come to to come to agreementsagreements on on 
riskyrisky techniquestechniques



Technical risk analysisTechnical risk analysis
1oo21oo2--SystemSystem

11 22

Boolean Indicator Variables and FunctionsBoolean Indicator Variables and Functions

XX11 “Component 1 is defective”“Component 1 is defective”

XX22 “Component 2 is defective”“Component 2 is defective”

((XX11∨∨XX22))∧¬∧¬ ((XX11∧∧XX22)) “Non“Non--critical system failure critical system failure occuredoccured” ” 

XX11∧∧XX22 “Critical system failure “Critical system failure occuredoccured””



Technical risk analysisTechnical risk analysis
Event Event TreeTree of a 1oo2of a 1oo2--SystemSystem

costcost pathpath probabilitiesprobabilitiesXX22XX11

0.10.12210001000

((XX11, 0.1), 0.1)
((XX22,, 0.1)0.1)

((¬¬XX22, 0.9), 0.9)

((¬¬XX11, 0.9), 0.9)

0.10.1 ⋅⋅ 0.90.91010

1010 0.90.9 ⋅⋅ 0.10.1
((XX22,, 0.1)0.1)

((¬¬XX22, 0.9), 0.9)
0.90.92200



Technical risk analysisTechnical risk analysis
RiskRisk calculationcalculation

Objective Risk: Expected Value of CostObjective Risk: Expected Value of Cost

RR = = E E [[costcost]] = 1000 = 1000 ⋅⋅ 0.10.122 + 10 + 10 ⋅⋅ 2 2 ⋅⋅ 0.09 0.09 + 0+ 0

= 10 + 1.8 = 11.8= 10 + 1.8 = 11.8



TechnicalTechnical
risk analysisrisk analysis
Fault Fault TreeTree Analysis Analysis 
((CoalCoal firedfired powerpower
plant)plant)
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Technical risk Technical risk 
analysisanalysis
Fault Fault TreeTree Analysis Analysis 
((CoalCoal firedfired powerpower
plant)plant)



Technical risk Technical risk 
analysisanalysis
Fault Fault TreeTree Analysis Analysis 
((CoalCoal firedfired powerpower
plant)plant)



Technical risk Technical risk 
analysisanalysis
Fault Fault TreeTree Analysis Analysis 
((CoalCoal firedfired powerpower
plant)plant)



Technical risk Technical risk 
analysisanalysis
Fault Fault TreeTree Analysis Analysis 
((CoalCoal firedfired powerpower
plant)plant)



Technical risk analysisTechnical risk analysis
Nuclear PowerNuclear Power

Probabilistic Risk Assessment (PRA) - Results
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Technical risk analysisTechnical risk analysis
Risk dataRisk data

Cause of deathCause of death Rate per Rate per 
205,000,000205,000,000

U.S. ResidentsU.S. Residents

Individual annualIndividual annual
death ratedeath rate

LightningLightning 107107

1,0251,025

55,35055,350

112,750112,750

5 5 ⋅⋅ 1010--77

ElectrocutionElectrocution 5 5 ⋅⋅ 1010--66

Motor Vehicle Motor Vehicle 
AccidentAccident

3 3 ⋅⋅ 1010--44

All AccidentsAll Accidents 6 6 ⋅⋅ 1010--44



Technical risk analysisTechnical risk analysis
Tolerability of RiskTolerability of Risk

RiskRisk ReductionReduction
RegardlessRegardless of of CostCost

Relevant Good Relevant Good PracticePractice
++

RiskRisk ReductionReduction MeasuresMeasures
(ALARP (ALARP PrinciplePrinciple))

Relevant GoodRelevant Good
PracticePractice

IntolerableIntolerable

Tolerable Tolerable 

BroadlyBroadly AcceptableAcceptable

1010--44

1010--66

IndividualIndividual
AnnualAnnual
RiskRisk of of DeathDeath



The psychology of riskThe psychology of risk
RiskRisk perceptionperception
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The psychology of riskThe psychology of risk
Different Different meaningsmeanings of of thethe termterm „„riskrisk“ “ 

Risk asRisk as Focus onFocus on

Immediate threatImmediate threat Extent of damageExtent of damage

Stroke of fateStroke of fate To To be exposed be exposed to dangerto danger

ChallengeChallenge To overcome dangerTo overcome danger

GambleGamble (Subjective) risk and heuristics(Subjective) risk and heuristics

Early indicator of Early indicator of 
dangerdanger

Causality: event (cause) Causality: event (cause) →→
damage (consequence)damage (consequence)



Severity
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The psychology of riskThe psychology of risk
RiskRisk acceptanceacceptance and and riskrisk aversionaversion

ObjectiveObjective riskrisk:: EE[[xx] = 20% ] = 20% ⋅⋅ 100000 100000 €€ = 20000 = 20000 €€

s s ((EE[[xx]) = 40%]) = 40%

SubjectiveSubjective riskrisk:: EE[[ss ((xx)])] = 20%= 20%

A A strictlystrictly concaveconcave severityseverity functionfunction resultsresults in in thethe
InequalityInequality of of RiskRisk AcceptanceAcceptance

EE[[ss ((xx)] < )] < s s ((EE[[xx]) ]) 

General General principleprinciple: : OverweightingOverweighting certaintycertainty



The psychology of riskThe psychology of risk
PerceptionPerception of of riskrisk

RiskRisk acceptanceacceptance dependsdepends on on whetherwhether

•• thethe dangerdanger isis well well knownknown,,

•• thethe dangerdanger isis acceptedaccepted voluntarilyvoluntarily, and, and

•• thethe decisiondecision makermaker has has controlcontrol overover thethe riskrisk

„„... human ... human beingsbeings differdiffer in in theirtheir appetiteappetite forfor
riskrisk“ (Peter L. Bernstein)“ (Peter L. Bernstein)



Risk and CultureRisk and Culture
TheThe gridgrid--groupgroup typologytypology

GridGrid

FatalistsFatalists

Non Non unionizedunionized weaversweavers

HierarchistsHierarchists

BureaucraciesBureaucracies

GroupGroup

EgalitariansEgalitarians

SocialSocial movementsmovements,,
SectarianismSectarianism

IndividualistsIndividualists

SelfSelf--mademade entrepreneurentrepreneur



Risk optimization Risk optimization vsvs risk Limitationrisk Limitation

RiskRisk optimizationoptimization Risk limitationRisk limitation

DecisionDecision underunder riskrisk:: ChooseChoose
thethe least least riskyrisky alternativealternative

Stipulation Stipulation forfor an an AcceptableAcceptable RiskRisk..
SafetySafety: : RiskRisk ≤≤ AcceptableAcceptable RiskRisk
DangerDanger: : RiskRisk > > AcceptableAcceptable RiskRisk

ALARP (As Low as ReasonALARP (As Low as Reason--
ably Practicable): Risk ably Practicable): Risk reducreduc--
tiontion as far as reasonably as far as reasonably 
practicablepracticable

The acceptable risk shall be The acceptable risk shall be 
defined by commissions of defined by commissions of 
expertsexperts

Utility Utility basedbased grossgross disprodispro--
portionportion criterioncriterion:: RiskRisk prepre--
ventionvention measuresmeasures cancan bebe leftleft
out out onlyonly ifif theirtheir costcost grosslygrossly
outweighsoutweighs theirtheir benefitbenefit

EquityEquity BasedBased CriterionCriterion:: TheThe riskrisk
shouldshould bebe equallyequally distributeddistributed ((byby
meansmeans of a of a riskrisk registerregister).).



Cultural theoryCultural theory
and the way of dealing with fearand the way of dealing with fear

Low GroupLow Group High GroupHigh Group

High GridHigh Grid FATALISMFATALISM
No risk assessment at allNo risk assessment at all

HIERARCHYHIERARCHY
Philosophy of Philosophy of risk limitationrisk limitation

Low GridLow Grid INDIVIDUALISMINDIVIDUALISM
Maxim ofMaxim of
risk optimizationrisk optimization

EGALITARIANISMEGALITARIANISM
NoNo--risk dogmarisk dogma

Bright cells: Trust in technologyBright cells: Trust in technology
Dark cells: Mistrust of technologyDark cells: Mistrust of technology



Man

SocietyTechnics

OnceOnce moremore: : TheThe ThreeThree DimensionsDimensions of of RiskRisk

EngineerEngineer: : PProbablilisticrobablilistic
RiskRisk AssessmentAssessment (PRA) (PRA) 
suppliessupplies usus withwith
estimatesestimates of of thethe
frequencyfrequency of of futurefuture
seriousserious accidentsaccidents on on 
thethe basisbasis of of pastpast
experienceexperience..

SociologistSociologist: : TheThe
collectivecollective viewsviews on on 

riskrisk and and technicstechnics areare
relatedrelated to to thethe fourfour

institutionalizedinstitutionalized
culturescultures::

individualisticindividualistic, , 
hierarchichierarchic,,

fatalisticfatalistic, and , and 
egalitarianegalitarian..

PsychologistPsychologist: : ThereThere isis no no universallyuniversally validvalid notionnotion of of riskrisk. . TheThe
identificationidentification of of generalizablegeneralizable elementselements of of intuitive intuitive riskrisk perceptionperception maymay
helphelp to a to a betterbetter discussiondiscussion on tolerable on tolerable riskrisk. . TheThe dimensionsdimensions of intuitive of intuitive 
riskrisk perceptionperception areare legitimatelegitimate elementselements of rational of rational politicspolitics..
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