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6 798;: <>=�:@? ACBEDFBHGI?�BKJ LM?�NOD�NQPRNTS9GTU
V�:R= BXWXWOS�U PYBEDZU NT[ W�?�N@G�?�BXJ\=
] U^?�:RP_D`BaPRPR:E=�=bD�NcB ] BRD�B ] :�SdU
V�:@?feg=�:@?fVKU PE:ih�SdU�jZ:ckfLmlon

6 <&[p?�:�S�UqBXrsS :\J\:YBO[;=tDu8OBRDmDu8;:@?�:CBv?�:b[�NwD�:RP�8K[XU x�y;:E=(Ud[9Du8;:zW�?�NOD�NQPRN{S
| Np?}V�:@?~U | eKU�[�G Du8OBRD�DZ8;: ] BEDFB ?�:aBaP�8;: ] Du8;: N�Du8;:@?�:�[ ] N | Du8;:
[�:_D���NQ?~j}PRNp?�?�:RPoDZS
eHn

6 <�AzL y;=�:R= �a�;��rsU
D�[KypJ�r�:s?�= | Np?`DZ8;: �TNTyp?�PR: BO[ ] A&:R=�DuU�[OBRDuU NT[
���O����� D�N ] :�S�U
V�:@? ] BRD�B�D�N�Du8;:�PRNp?�?�:EP_DbBKWXWsS�U PaBRDuU N{[ W�?�NpPE:R=�=Rn

Source Port Destination Port

Length Checksum

data begins here...

1 16 32
Bits

H
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de
r

6 � 8Ye�U =�<�AzL y;=�: ]{�
� k | Du8;: BXJ\NTyX[YD N |#] BRD�B r�:�Ud[;G Do?�Bs[�=_J�U
D�D�: ] U =�=_J�BsS�S � Du8;:

N�V;:s?~8;:YB ] N | Ps?�:YBRDuU�[;G PRN{[K[;:RP_DuU NT[;= BO[ ] :v[;=Zyp?~U�[�G W�?�N�W�:s?
] :�SdU
V�:@?fecJ�BZe�r�:}G�?�:YBED�:@?�DZ8OBO[�DZ8�:���Np?~j | NQ?�?�:_Do?�Bs[;=_J�U
D�DuU�[;G
Du8;: ] BRD�BQn

� �TN�J\:_DuU^J\:R= BXWXWOS�U PYBEDZU NT[;= y�=�: Du8;:�U�? Na�\[ D�:RP�8X[KU x�y;:R= | NQ?
?�:�S�UqBXrsS : ] BRD�B ] :�S�U�V;:s?fe =�N Du8;:_e ] NT[p�qD ?�:Rx�yXU^?�:�Du8XU = =�:s?fVXU�PR:
| ?�N�J DZ8�:�Do?�Bs[;=oW�Np?fD�SqBZeR:s?�n
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¬F�®~¯�°��±�°��²�³� ´
°�²�±�µ�¶�·�®�²�¸ µ�°�²�µ�¹�º�»�¼�´ »
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È ÉOÊRË ÌXÍQÎRÏ Ð
Ë Ñ\ÎYÊsÒTÓ Ô-ÕtÖ ×ÙØ Ú Û~ÜRÝd×�ÚOÞsÝdÜRßgàRá@âKâXÜRà;ã~×�ásâ@ä�á�Û~×�ÜRâ{ã~ÜRåXß
ÞZæTã�ÜoäçØoã�Û~ÜRÚOè éQÛ~áQã�áQàRásÝëê

ì í9îCï ð�ñ Í�òKÐ ÌXÎRÏ ñ Î�ó�ÐÙÊKôsÐ�ó�Ð
Ë~õ öwÐ
ËuÉ Ê Ñ\ÎR÷�É�ÊsÒXÐ ÏoÑ ÷YÊsó�ó�ÎRÌ Ö�á;Ø�×øã~×�ùuÜ
ú`àRû�âKá*ü5ÝdÜRåYýþÜYè�ÜRâ{ãÿü5×øã�� � Ü_ä�ã Û~Ú�âOØZè�×qØ�Ø�×�ásâ ��Ö�ú������

ì í É;Î ÌpÊEËFÊ 	XÒXÐ�Ë Î�
v÷�ÉOÊsÒ�@ÎRÌ ô�ÎoË�ö�ÎRÎvÒ ÷RÍIÑ#Ñ�	XÒXÐ ÷aÊRËuÐ�Ò�� í`î�ï
ÑwÍpÌ�	Xó ÎRÏ�Ð Ïz÷YÊOó�ó ÎRÌ�ÊiØFÜFý4è�ÜRâ{ã��

Options Padding

Data begins here...

Source Port Destination Port

Acknowledgement Number

Offset Reserved Flags Window

Checksum Urgent Pointer

Sequence Number

1 4 8 12 16 20 24 28 32
Bits

H
ea

de
r

��� ¬��� �_~¸��fµ��_µ�� ²���� �"!



#�$&%�' (&$*)+(&$-,/.-$ 01(&,2)43�5768%�,:9 37(;,/3=<?>@�AB0C@
DFE�G�HJILKNMOEQP RJG"SUTVE

W XZY\[ ]C^`_badcec�fb_hgi]Cadckj*aml�]Cf?ckgBfbnUop]1gqfb^ g7resut+]C^wv�fx^yrztCa|{�]C_}r|t=f?c�n|j8gBauj
f�c�n~_xa�cecfb_hgi]Ca�c~s�fhg8��fbf?c�gwv�f`g8��a�_ba;�����ec�]C_krbgi]+c�{ va�^ gB^b�
� Y�a�ckg�l�adt�]+ck�&aml*��rbgi]Cadc���_krut+tCfbn r �e��e�u���e��}�k��]C^ f���_?vuruc�{|fbn

s?f�g8��fbf�c gwvf g���a f�c�nU�?ad]+ckgB^ gBa fx^ g�r�s|t+]C^iv r _xa�cecfb_hgi]Ca�c
s?f��&a�l�f`n�rxg�r�]C^�ghl-ruc�^h��]1g�gBfbn=�

� X�vfZg�����f�a?��vuruc�ne^wv?r| wf���^�fbn~sw�qX�Y�[ ]C^¡_krut+tCfbn¢ry£8�m¤��b�h¥�¦§��¨
�e��e�u���e��}�©s�fb_kru��^�f`gwv�l�fxf`^�fb{;��f?ckgB^ªr?l�f�f���_?vuruc�{�fxn=�

(FLAGS=SYN,ACK), (SEQ=y),(ACK=x+1)

(FLAGS=ACK), (SEQ=101), (ACK=301)

Host A Host B

(FLAGS=SYN), (SEQ=x)

� « �-gBf�l¬give]C^ f���_?vuruc�{�f Va�^�g « vur}^ gwvf �?a|^w]1gi]1®f fh®�]Cnef?c_bf
givurbg�Va�^�g�¯ ]C^ªrut+]1®fyruc�n l�fkr°n���gBa l�fb_xf?]1®f`n�rbg7rm�

� ± v�f?c n�rbg7r g�l-r|c^ �&f�l ]C^ ²³ce]4^wv�fbn Va�^ g « r|c�n Ja|^ g ¯
f���_?vuruc�{|f´rqgwv�l�fxfhj8�µri�¶vur|c�n�^wvur| wf��·]1gwv�^�fb{;��f?ckgB^µ��]¸gwv�giv�f
¹"º¼» s|]1g�^�fhg�gBa�_�tCa�^Bf¬gwvf`_ba�c�c�fb_hgi]Cadc��

½�¾¿#�ÀÁ Âh$�9�Ã¼3�Âh3�Ä ,�Ã�Å Æ"Ç



È�É&Ê�Ë Ì&É*Í+Ì&É-Î/Ï-É Ð1Ì&Î2Í4Ñ�Ò7Ó8Ê�Î:Ô Ñ7Ì;Î/Ñ=Õ?Ö×�ØBÐC×
ÙFÚ�Û�ÜJÝLÞNßOÚQà áJÛ"âUãVÚ

ä åZæ\ç èeé4êhë�ì íiî�ê ï�ðbí7ð é1í ì�ê�ñ�ïeì ð}ì ð òbódñkíié+ñeô�ódô�ì ì�íhõ�êkð�ö óu÷
øwù íBêbìhúûñ�óuí�ð°ì`é+ñ�ï�ê�ü?ê?ñïeê?ñkí`ü�ð°ò?ýwêhíBìbþ

ä åZî�ê�õ�êh÷ÿó�õ�êZåZæ\ç í�ðuýwêbìJò}ð?õ�êµí�ó�öqð|é+ñkí7ð|é ñ·íiî�ê�ì�ê � ô�ê�ñ�òbê�é+ñ�ë�îeé4ò?î
øwù íBêbì�ð?õ�ê¬ìBê?ñkí�ð|ñï õ�êbòbê?é¸è�êxï=þ

ä åZî�ê������	�
������������������mð|ñï����������� �!��"$#%���&���(')�������*����+dê�,Cïeì
é ñyíiî�ê�å�æ�ç ì�ê�-;ö�ê?ñ}íqî�êkð}ï�ê�õ�ýwêbê�ü�í�õ-ð}ò?ý`ó?÷Jíiî�ê øwù íBêbìbþ

Host BHost A

(SEQ=101), (ACK=301), (FLAGS=ACK), (DATA=5)

(SEQ=301), (ACK=306), (FLAGS=ACK), (DATA=10)

(SEQ=106), (ACK=311), (FLAGS=ACK)

ä åZæ\ç éCì�ð
,Cì�ó õ�êxìhü?ódñ�ìwé ø ,Cê´÷ÿó�õ ïeê�,+é¸è�ê|õ�é+ñ.-�ïmðbí7ð~õ�êxòbê?é1èêbï�÷�õ�ó;ö /¼ç
íBó¢íiî�ê�òbó�õ*õ�êxòhí ð�üeü
,+éCò}ðbíiéCó�ñdþ

ä åZî�ê´ð�üeü
,+é4òkðbíiéCódñ¬íwîuðxí�íwî�êqï�ðbí7ð¶éCì�ð}ì�ìiô�ö�êbï ÷&ó�õpéCì�éCï�ê?ñkíié0+dêbï øwù
ð21$3.4 ø é1íqñeômö ø ê�õ òkð5,!,Cêbï íwî�ê�6����7'8�	����������þ

9.:¿È<;>= ?hÉ�ÔA@¼ÑB?hÑDC ÎE@EFHG�I
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Ê<ËMÌOÍHÎMËRÏ!ÎMËTÐVÑTË Ò0ÎMÐXÏZÓDÔ]Õ^ÌEÐ`Ö Ó]Î%ÐVÓ)×�Ø>ÙeÚfÒgÙ
ÛjÜeÝBÞnß*àqárÜtâ ãnÝ�äxå Ü

æ çºè	éÅê�ë�ì	í�î�ï
éEðòñ�éEï�ì.ðfï�ó»ôMè	éõñ$ó�óxéEï�ðDð�ö!ë.÷ ö�ëøê�ù.ïúê�éTñ5ë.ð�û¦è	éÅêÀüýñ�þ�ï�é7ÿ
� ð¢ë.è�êDï�ó î¦ï�ôMè�éEï����!ñ�û�û5ü!ö���ñ�ê�ögèºë.ð�� ñ�éEï ögó�ï�ë�ê�ö	�ºï�ó î�þ 
���¯î
ö0ê�û¦è	éÅê
ë�ì	í�î�ï
éEð�ÿ

æ ��ù.ï������������������ ��!"��#%$&�'� ögó�ï�ë�ê�ö	�ºï�ð ê�ù.ï�û�éEè(��ï�ðDð·ê�ù5ñ�ê·ðDï�ë>ó ê�ù.ï
ó�ñ�ê]ñ�)�ê�ù.ï�*+�,�-��./!�0���./�1!2����� �3!"��#%$&�'� öZó�ï�ë�ê�ö	�ºï�ðnê�ù.ï û�éEè"��ï�ðDðnê�ù5ñ�ê
öZð�êfè éEï���ï�ö54.ï�ê�ù.ï¢ó	ñ�ê]ñ�ÿ

æ 6�ë 798�:�; ðHþ>ðHêfï�íúð-� û�è�éÅê ë�ì�í�î�ï�éEð ñ�éEï ð�û�ï��¦ö	�ºï�< ö!ë
=(>1?�@�=BA�>1C(DFE1@�>BA ÿ

æ çºè	éÅê ë�ì	í�î¦ï�éEð�î�ï�üZè'G HJI&� K ñ
ügðDè ��ñ5ü!ügï�< LM�ON/NQPSR�!+�&LT! ����� �U��K
ñ¦éEï»éEï�ðDï�éV4>ï�<»ôMè�éW�XG·ï�ü!ü	ZY�ë.è'G¶ë�ðDï�éV4�ö���ï�ð��\[fü!ö/Y�ï^]&�¶çB�`_Mab�¶ç ñ5ë�<
�dc3eB8fcg�ih

æ ��ù.ï�éEï ögð ñ ðDï���èºë�< ê^þ�û�ï è5ô û�è	éÅê ë�ì	í�î¦ï�é�ôMè�éj*'k+!�0�#l./��0mN/N	k1P
0mN/N/�(��01�n��*o����� �U�~ÿ���ù>ï�þòñ�éEï ñ±ðDð�ög÷ºë.ï�<�êfèøû�éEè(��ï�ðDðfï�ðpG¶ù.ï�ë�ë>ï�ï�<�ï�< ÿ

æ q þ�ë�ñ�í¢ö��$ñ
ü!ü0þ�7ñ$ðDð�öZ÷(ë.ïO< û¦è	éÅêfð û�éEè�4�ör<�ï ê�ù.ïtsºï,u*ö î5ö!ü0ê^þ ë.ï�ïO<�ï�< êfè
ð�ì	û�û�è�éÅê í¢ì�ü0ê�ö û
üZï»ì.ðfï�éEð�ÿ
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